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1
Decision/action requested

It is requested to approve the proposal into TS 33.835.
2
References

[1]   3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[2]   3GPP TR 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G

3
Rationale

In 5G scenarios, there will be kinds of UE, such as phone, meter, vehicle, etc. The protocol used for bootstrapping procedure shall be adapted according to UE’s capability.
4
Detailed proposal

*************** Start of Change 1 (NEW TEXT) ****************
5.X
Key Issue #X: Protocol used for bootstrapping procedures
5.X.1 Key Issue details
In 5G scenarios, there will be kinds of UE, such as phone, meter, vehicle, etc. Some have full capability some do not. In order to meet the capability of different kinds of UE, the bootstrapping procedures should be able to over control plan, e.g. over NAS, or over user plan, and the protocol layer used for the bootstrapping procedures should be adapted too.
5.X.2 Security Threats
UE with limited capability can not use AKMA services.

5.X.3 Potential security requirements
The UE and the BSF should be able to use different protocol layer to perform bootstrapping procedures.

The network may need to be able to adapt the bootstrapping procedures.
*************** End of Change 1 ****************
